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Abstract

This report is the outcome of a piece of contracted research done for the DCMS (De-
partment for Digital, Culture, Media and Sport) of the UK Government in 2022, in the
hope to provide useful insights for future policy reviews and changes related to cyber
security risks of the so-called “net zero technologies”, technologies that can help the UK
and the world achieve the “net zero” greenhouse gas (GHG) emission goal by 2050. The
report first reviews the general background about the NZ goal and sectors involved in NZ
technologies, and then focuses on a broad analysis of cyber security risks and solutions
related to NZ technologies, from both technological and socio-technical aspects. The re-
port concludes with a list of identified open challenges that require more future research
and development, and some recommendations to the DCMS and all relevant stakeholders
playing a role on NZ technologies. The report also includes an appendix explaining our
research methodology briefly, another one listing some selected researcher groups, centres
and projects working on NZ technologies, and a third one listing some relevant scientific
journals and magazines.

1 Introduction

1.1 General Background

The Intergovernmental Panel on Climate Change (IPCC) assessed around 6,000 peer-
reviewed publications and produced the 2018 “Special Report on Global Warming of
1.5°C” [29]. This report states that climate change has been affecting the ecosystem and
livelihoods all around the world. Therefore, it is necessary to limit the global warming
to 1.5°C above pre-industrial levels to significantly r educe t he foreseeable p ublic health
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catastrophes. The general recommendation to achieve this is to lower the human-caused
carbon dioxide (COg) emissions to approximately a half of 2010 levels by 2030 and to
net-zero (NZ) by 2050. In addition, the emissions of all greenhouse gases (GHGs) must
achieve NZ thereafter between 2063 and 2068. The International Energy Agency (IEA)
defines N7 emissions as “a balance between anthropogenic emissions by sources and
removals by sinks of greenhouse gases” [9], meaning that it is not simply the complete
decarbonisation but rather compensating anthropogenic GHGs to achieve an equilibrium
between absorption and emission.

To win this global goal for NZ emissions, governments around the world have made
commitment to take actions collaboratively. As the first country to pass an NZ emission
law, the UK Government has set its commitment to achieve its NZ GHG emission goal
by 2050 [48], and Scotland committed to achieve the goal five years earlier — by 2045 [41].
As a recent landmark event, the UK hosted the United Nations Framework Convention
on Climate Change (UNFCCC) Conference of the Parties (COP 26) in Glasgow from 31
October to 12 November 2021, which brought together almost 200 countries to attend
and to agree on the Glasgow Climate Pact (GCP) that aims at accelerating global actions
on achieving the NZ goal [50]. The GCP emphasises that it is crucial for all sectors and
all parts of the global society to collaboratively deliver effective climate actions [51].

In order to achieve the NZ emission goal, technologies that can help reduce emissions
of CO5 and other GHGs, which are often called “NZ technologies”. To the best of our
knowledge, there is no established consensus among nations and different stakeholders on
the precise definition of NZ technologies. Many reports and research articles use a phrase
like ‘technologies helping achieve the NZ emission goal’ to describe the concept. For the
purpose of this report, we decide to use a broader concept “NZ-related technologies” to
indicate different relationships between relevant technologies and the NZ goal: 1) NZ-
enabling technologies that can help reduce GHG emissions, which can be understood
the narrow-sense NZ technologies; 2) NZ-unfriendly technologies that can increase GHG
emissions directly, whose use should be limited or eventually discarded (at least when
being used alone); 3) NZ-neutral technologies that are not directly related to controlling
GHG emissions but may negatively or positively affect GHG emissions or the performance
of other NZ-related technologies directly or indirectly. Note that the term “technologies”
itself is also quite vague, as the boundary between technologies, systems and ecosystems
is not a clear cut. When multiple NZ-related technologies are used in a large system,
an NZ-neutral or -unfriendly technology may help achieve a positive sum — reducing the
overall GHG emissions of the whole system, therefore turning itself to an NZ-enabling
technology. We will use blockchain technologies as an example to illustrate this point
later in this report.

1.2 Important NZ Sectors and NZ-Related Technologies

Many stakeholders in different sectors can contribute and need engaging to achieve the
NZ goal. Here, we discuss some important sectors that are often highlighted in discussions
on the NZ goal and NZ-related technologies.
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1.2.1 Energy

One of the most discussed and highlighted NZ-related sectors is energy. This sector
is particularly important because less renewable forms of energy are one of the major
sources of GHG emissions, e.g., less sustainable fuels used in the transport sector. How
to increase the use of more renewable energy sources and how to reduce the GHG emis-
sions of less renewable ones have been considered as two of the key components in NZ
strategies of different nations and sectors. Important NZ technologies for more renewable
energy generation include bioenergy technologies, geothermal technologies, hydropower
technologies, ocean technologies, solar technologies, and wind power technologies [I].
Within the larger energy sector, several important sub-sectors are often considered in NZ
actions: energy generation, energy storage and transmission (e.g., battery), fuel (partic-
ularly, oil and gas), and electricity (including electricity generation and electricity grid
for electricity transmission and load control).

It is important to note that the shift to more renewable energy requires incentivising
not only the energy sector but also energy consumers (e.g., using financial, legal and reg-
ulatory levers to encourage consumers to adopt more renewable forms of energy). Since
energy consumers cover all sectors and citizens, including the energy sector itself (which
needs to consume energy as well), energy-related NZ efforts are often cross-sectoral by
nature and therefore require cross-sectoral collaboration and coordination. From energy
consumers’ perspectives, an important direction of NZ efforts is about energy saving tech-
nologies. Notable examples include green ICT (information and communication technolo-
gies), Al-based energy saving technologies, and more energy-efficient building (including
manufacturing plants, office and residential buildings) and vehicles.

NZ efforts on more renewable energy sources focus more on reducing GHG emis-
sions in the energy generation and consumption processes. Another important area is
about reducing GHG emissions in the transmission processes and reducing GHG emis-
sions into the atmosphere after they are produced. NZ technologies in these areas can
be independent of the form of energy, e.g., an important new industrial sector on carbon
capture, utilisation and storage (CCUS) has emerged, where new NZ technologies are
being developed to reduce emitted CO, into the atmosphere [35, 56]. NZ technologies
for energy transmission rely more on the specific form of energy transmitted, e.g., the
use of smart grid to optimise the whole life cycle of electricity generation, transmission,
consumption, transformation, load control, storage, re-distribution, etc. [16]. The shift
to low-carbon energy systems also sees the development of new NZ technologies to fa-
cilitate the transition of the traditional energy distribution/network/grid to smart grid,
micro-grid, multi-vector energy network, etc. [10] [16), 28, [37), 45].

1.2.2 Transport & Tourism

One of the most important sectors relevant for NZ technologies is transport. According
to a 2016 report of the European Environment Agency (EEA) [12], the largest carbon
emitter in Europe from 2006 to 2016 was the transport sector, where more than 70% of
the emissions came from passenger cars. This is the case for the UK as well: according
to the Department for Transport’s 2021 annual report on transport and environment
statistics [34], transport was the largest emitting sector of GHGs in the UK, with 27%
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of the whole country’s total emissions in 2019. Note that the transport sector is also a
major consumer of different forms of energy, so has a lot of connections with the energy
sector (as mentioned above in the previous sub-subsection). Important NZ technolo-
gies for transport include electric vehicles (EVs), hydrogen-powered vehicles, intelligent
transport systems (ITSs), and mobility-as-a-service systems, which have all attracted a
lot of attention from relevant stakeholders including different industry sectors (not lim-
ited to transport), governments (both national and local, and cross-governmental bodies),
consumers, and researchers from many disciplines.

Note that the transport sector overlaps another sector — tourism. A 2018 research
paper [24] estimated that tourism is responsible for around 8% of the global carbon
emission, with nearly half due to tourism-related travel /transport. In addition to using
general NZ-enabling technologies, e.g., more sustainable forms of energy, more energy-
saving technologies, and carbon offset trading systems, we (the authors of this report)
believe that wvirtual tourism (e.g., leveraging virtual reality technologies) can be a new
emerging direction that can help reduce carbon emission, potentially substantially.

1.2.3 Agriculture & Food

Another NZ-related sector that often surprise many people is agriculture. A 2020 report
commissioned by the BEIS (Department for Business, Energy & Industrial Strategy) [39]
estimates the overall GHG emission contribution of the agriculture sector in the UK
was 10%. At a global level, the contribution seems higher, e.g., according to a 2013
report from the Food and Agriculture Organization of the United Nations [32], global
GHG emissions caused by animal farming was roughly equivalent to the global transport
sector. Similarly, a 2020 report from Greenpeace [33] found out that GHG emissions
caused by animal farming has been increasing, and that, when both direct and indirect
emissions are counted, animal farming in the EU produced more emissions than those
produced by cars and vans combined. Those figures suggest that both at the national
(UK) and global levels, agriculture is indeed an important sector for the NZ goal.

Addressing GHG emissions of this sector is more complicated because it supports
food supplies to the global population and other complicated matters such as connections
between modern agriculture and deforestation [31]. Note that the agriculture is part of the
much larger food industry, which extends to many other sectors such as manufacturing,
food processing and food distribution.

1.2.4 ICT

A very special sector playing a unique role in the NZ context is ICT (information and
communication technologies) (also called digital technologies, although this term has a
flavour to be narrower than ICT). Modern ICT technologies are increasingly transforming
many sectors and the whole human society into a highly digitalised world, in which people,
organisations, hardware devices, software systems, data, processes and also different types
of (smart) things are all connected in an Internet of Everything (IoE) [23].

While becoming an essential part of many sectors, ICT technologies have also been
widely used to help reduce GHG emissions in different ways. Some indicative examples
of NZ-enabling technologies include: 1) using smart sensing technologies based on Al
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and wireless sensor networks (WSNs) to help optimise the use of energy by end users
to directly save energy and therefore reduce emissions in many sectors; 2) using Al, 5G
telecommunication Internet of Things (IoT) and distributed database (e.g., blockchain)
technologies to help support better transport planning, routing and travel-related decision
making to directly reduce emissions associated via improved the energy efficiency of (fuel-
based and electric) vehicles; 3) leveraging modern industrial control systems (ICSs) and
Supervisory Control and Data Acquisition (SCADA) systems to improve energy efficiency
of manufacturing processes in different industrial sectors; 4) providing more advanced
information management processes to facilitate NZ-related decision making processes to
directly or indirectly help reduce emissions.

In addition to ICT technologies serving as an enabler, the development of more
environment-friendly ICT technologies has also attracted a lot of interests from different
stakeholders, under terms such as green ICT or green computing. Green ICT technologies
can be broadly split into two categories: more energy-efficiency ICT technologies (e.g.,
AT algorithms with a lower computational complexity), and ICT technologies for energy
saving purposes (e.g., smart sensing technologies that help reduce energy consumption of
ICT systems themselves).

The ICT sector is unique for this report because ICT technologies are where cyber
security risks can arise |4} 13| [I8] 46, 53]. ICT technologies have become so ubiquitous in
almost all sectors, but the level of digitalisation is still different across different sectors.
For some sectors, ICT technologies are always used in the context of cyber-physical
systems (CPSs), e.g., [T, WSN, ICS, and SCADA. Table[[|shows an indicative picture of
the current level of digitalisation and the use of CPSs across selected NZ-related sectors,
based on our personal opinions and understanding of the research literature and real-
world systems. Since a precise estimation is impossible nor necessary, we use five broad
categorical values: an empty circle (0%, not at all), a circle with a quarter filled (emerging
or developing), a half-filled circle (growing, widely used but not everywhere), a circle with
three quarters filled (mature, used in a majority of cases), and a full circle (fully developed,
ubiquitous use in all cases). We will discuss more about cyber security risks and possible
solutions in the next section.

It deserve noting that, scientifically speaking, although ICT technologies map to
mainly electronic engineering and computer science and engineering, other disciplines
are also actively contributing to development of new ICT technologies and their ap-
plications in different domains, e.g., material engineering, mechanical engineering, civil
engineering, and chemical and process engineering, automated control and instrument,
information systems and operations research, mathematics and statistics, psychology and
cognitive sciences. Therefore, research and development on ICT technologies relevant for
NZ should be studied taking the inter-disciplinary nature into consideration.

1.2.5 Other Sectors

As shown in Table [I, we also list three other representative NZ-related sectors with a
significant GHG emission contribution (business — 18% [39, Section 3.2], residential —
15% [39, Section 3.7], manufacturing — 10.8% [3], Section 1.a], and waste management —
5% [39, Section 3.5], in 2018), all of which are energy consumers and end users of various
NZ-related ICT technologies. There are clearly other sectors that should be considered,
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Table 1: The level of digitalisation and the use of CPS technologies in some selected
NZ-related sectors

Selected Sector Level of Digitalisation Use of CPS Technologies

Energy Generation
Energy Networks

Transport & Tourism
Agriculture & Food

Business
Residential
Manufacturing
Waste Management

Telecommunication

06 GHLHGEG G| GG
o® Goorb oGl

Digital Services

e.g., urban management (for smart cities), healthcare (for smart health), and education,
but the way how such sectors are categorised is quite non-standardised, so the sectors
listed in Section [I.2] and Table [I] are illustrative rather than comprehensive.

2 Security Risks Associated with NZ-Related Tech-
nologies

As mentioned in the previous section, digitalisation has been catalysing the development
of NZ-enabling technologies and systems in many sectors, e.g., intelligent transport sys-
tems for the transport sector and smart meters for the energy sector. In the mean time, it
also increases the attack surface of many physical systems, especially when such systems
become accessible remotely from the Internet. The two conflicting aspects suggest that
such cyber security risks must be considered carefully to ensure NZ-enabling technologies
and systems will work as expected without introducing new vulnerabilities. In addition,
due to the use of CPSs in many NZ-related sectors, a successful attack in the cyber world
could lead to potential catastrophic consequences in the physical world, such as loss of
human lives, damage of physical properties and substantial financial losses [20].

This section gives an overview of different types of cyber security risks we identified
through our research, based on our understanding of the literature and our general knowl-
edge about cyber security risks in general. We organise our discussions into two broad
categories: technological risks, and socio-technical risks.

2.1 Technological Risks

For this category of cyber security risks, we will first discuss them around some general
NZ-enabling ICT technologies, and then in the context of selected NZ technologies in
different NZ-related sectors.
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2.1.1 Selected General NZ-Enabling Technologies

In 2019, the Royal Society in the UK launched a ‘Digital Technology and the Planet’
project [47] and produced a report in 2020 to look at the impact of digital technologies
on the environment, as well as to identify pathways to use digital technologies for de-
carbonisation across industries with a set of recommendations [47]. The report indicates
that digital technologies alone cannot achieve the NZ goal. However, digital technologies
as the enablers can offer promise to catalyse changes to lead to greener ways of living
and working. In line with this argument and based on our observations, a number of
digital technologies that have been frequently used to help design and develop different
NZ-related technologies are identified as representative examples to illustrate associated
cyber security risks.

IoT has been widely used to design and develop smart sensing and controlling tech-
nologies for many different application domains (e.g., smart cities, intelligent transport
systems, smart buildings, smart home, smart health care, ICS and SCADA systems,
smart agriculture), many of which can directly or indirectly help reduce GHG emissions.
Like many wireless networked systems, the [oT architecture is based on three layers [7]:
1) hardware layer including sensors and actuators with their operation system; 2) com-
munication layer, where the WSNs are used as the main communication technology; and
3) interfaces/services layer which bridges the IoT with end users and other systems served
by the IoT. All the three layers of an IoT system can be attacked, and therefore need to
be protected against potential malicious attacks. Examples of such cyber security threats
include device vulnerabilities, jamming, false data injection, and authentication failures.

AT technologies have attracted a lot of interest from both industry and research
communities, thanks to the recent advances of more modern technologies such as deep
learning (DL). As already mentioned in Section , AT technologies are often used together
with IoT technologies to support a wide range of intelligent systems (i.e., almost all the
smart systems listed above for the IoT technologies) for NZ purposes. Despite the power
of Al technologies, there are cyber security risks associated with them. One particularly
relevant one for NZ-related applications is the so-called adversarial AI, where malicious
samples are used to make an Al model fail [3§], e.g., misleading a road sign detector to
cause a car accident. In the NZ context, such failures of Al-based NZ-enabling systems
can lead to the opposite effect — increasing GHG emissions rather than reduce them.

Digital twins are digital clones of a physical system, which have found applications in
many sectors especially manufacturing, e.g., in smart cities to help simulate and optimise
traffic and energy consumption of an I'TS. Since digital twins need to communicate with
the physical system in real time through network connections, most network-based cyber
attacks are possible threats. Digital twins use IoT sensors to get data about the physical
system, so all IoT-based cyber security risks exist.

Blockchain technologies have gained popularity recently. By leveraging the con-
cept of a distributed ledger, it can achieve some useful features such as decentralisation,
transparency, and pseudonymity. Most blockchain systems are based on proof-of-work
(PoW), and computational heavy by design, therefore could be classified as NZ-unfriendly.
However, some researchers have proposed to use blockchain technologies for enhancing
security of NZ-related systems [19, 25], therefore could be argued an NZ-enabler if their
use helps the overall NZ goal of such systems. Independent of the NZ-unfriendliness issue,
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there are a wide range of cyber security threats around blockchain technologies, such as
privacy concerns, double spending, 51% attacks [21]. We consider the use of blockchain
technologies for NZ purposes less mature at this moment and require more research.

Teleconferencing and virtual events have become an everyday reality in all sectors
since the global COVID-19 pandemic started in early 2020. In addition to more traditional
ICT technologies that support teleconferencing and virtual events, including internet,
world wide web, multimedia coding and streaming, software engineering and human-
computer interface, more advanced technologies have also been increasingly applied, e.g.,
Al-based automatic background blurring/replacement and virtual reality (VR) based
virtual events. It is no doubt that teleconferencing and virtual events can help reduce
GHG emission due to the reduced transport activities and energy use.

2.1.2 NZ-Related Technologies in Selected Sectors

In this sub-subsection, we review some cyber security risks discussed in the research
literature, associated with some selected NZ-related technologies used in some specific
sectors, mostly based on those listed in Table[l] We also add a few NZ-related technologies
with our views on their cyber security risks because we did not notice much related
research work. Neither the NZ-technologies nor the cyber security risks discussed here
are supposed to be comprehensive, but more used as illustrative examples to show the
typical threats one has to consider. It is impossible to use a small report to cover all
NZ-related technologies and cyber security risks thoroughly, and we also noticed that
related research is very fragmented and insufficient.

e Energy Generation
Marine renewable energy (MRE) systems are designed to provide low-carbon
electricity from oceans and rivers for emerging and off-grid markets. de Peralta
[T5] pointed out some prevalent cyber security risks, including insufficient network
boundary protection and poor identification and authentication controls, which can
causes damages to business operations, physical assets, digital assets (data stored),
and human safety.

e Energy Networks

Demand side management (DSM) in smart grids can handle and analyse elec-
tricity load patterns as well as can reshape load profiles to reduce carbon emission.
Sarker et al. [40] stated that cyber security and privacy risks are the key challenges
for designing and deploying such systems. It is because cyber attackers can launch
various attacks such as privacy attacks on users’ personal data and manipulation
of energy supply information, which can cause serious damages to the society and
economy.

Microgrid integrates local energy production from renewable energy sources, such
as hydro, solar, and wind, to provide distributed energy generation and storage,
and it is also resilient against power distribution disruption through self-islanding.
De Dutta and Prasad [14] listed a number of cyber threats of the microgrid infras-
tructure, including malicious disconnection of energy sources from the main power
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grid and jamming the communication channels. The potential impact could be
catastrophic to general public health and safety.

e Transport & Tourism

Intelligent transport systems (ITSs) are part of the development of smart city
initiatives to decrease the carbon footprint of the transport sector. An ITS covers
many aspects from public transport to private transport. According to Mecheva and
Kakanakov [30], different parts of an I'TS are vulnerable to different types of cyber
security risks such as distributed denial of service (DDoS) attacks, ransomware at-
tacks, relay attacks, wormhole attacks, phishing attacks, and eavesdropping. These
cyber attacks could lead to serious physical and economic damages to the society
and the general public.

Internet of vehicles (IoVs) are part of some ITSs, where Internet-enabled vehi-
cles can communicate with each other and exchange data using vehicle-to-vehicle
(V2V) protocols. They can help reduce traffic jams and fuel consumption to con-
tribute to NZ emission tasks. Relying on wireless communication can make [oVs
vulnerable to jamming and eavesdropping attacks [5].

Ride-sharing is an technology that can contribute to ease traffic congestion, reduce
fuel consumption, and help reducing GHG emission by enabling drivers to share
their trips with other riders. As most ride-sharing services are centralised, DDoS
can cause a single point of failure and and server hacking can lead to privacy leakage
of drivers and riders [6].

Mobility-as-a-service (MaaS) allows passengers to plan and book multiple trans-
port services from a single interface [54], therefore can help reduce GHG emission
via optimising travel efficiency and reducing the use of private cars. Similar to the
case of ride-sharing, most MaaS systems are centralised, so the same problems with
a single point of failure and privacy concerns exist. Since a MaaS system needs to
communicate with multiple transport service providers, there are also cyber risks
about unauthorised access to confidential data of some transport service providers
by malicious parties (e.g., other service providers and malicious passengers).

Virtual tourism leverages immersive technologies such as virtual realities (VR)
to deliver digital experience of tourism without actually travelling to the real-world
sites, which can obviously help reduce GHG emission. A recent piece of research [20]
showed its potential during the COVID-19 pandemic and its promising future even
after the pandemic is over. Cyber security risks associated with virtual tourism are
mostly about the underlying immersive technologies, which include social engineer-
ing and privacy leakage caused by unauthorised access [36], 52].

e Building (Business and Residential)

Smart buildings are networks of connected devices and software to manage build-
ing functions including lighting, fire alarms, heating, air control, etc. Ciholas et al.
[T1] pointed out some cyber threats to different layers of a smart building system
architecture, such as wireless attacks, DoS attacks, and privacy attacks.

e Agriculture & Food
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Aquaponic technology is an agricultural production technology combining aqua-
culture with hydroponics to reduce their combined environment impacts. Taji et al.
[44] reviewed aquaponic systems as CPSs utilising [oT and Al technologies, and
pointed out that they are susceptible to typical cyber security risks of IoT-based
CPSs (see discussions before in Section [2.1.1)).

e Healthcare & Medicine

Remote healthcare (also known as telemedicine) has become popular during
the COVID-19 pandemic, similar to teleconferencing and virtual events discussed
in the previous subsection. There has been positive evidence that telemedicine can
indeed help reduce GHG emission greatly [8]. Remote healthcare often makes use
of smart sensing and intelligent diagnosis, via the use of ICT technologies such
as mobile computing, wearables, 0T, and Al, leading to the concept of smart
healthcare. Remote and smart healthcare systems are complicated IoE systems
including different groups of people and sub-systems, therefore leading to compli-
cated security and privacy risks for different entities [22], which can include loss of
human lives, negative impacts on people’s health, privacy leakage, legal penalties,
and financial losses.

e Multi-Sector

Smart cities are NZ technologies that cover multiple sectors. According to Ma
[27], a smart city has four main components: a smart gird, smart buildings, smart
transportation, and smart health care. There are other similar definitions where
smart buildings are replaced by smart homes Habibzadeh et al. [20]. Hence, the
security and privacy landscape for a cross-sector system is more complex and dy-
namic. As a more complicated system of CPSs, smart cities are vulnerable to all
IoT-related attacks discussed in Section [2.1.1] but the attack surface is even larger
because of the existence of many system-to-system interfaces.

By looking at the presented NZ-related technologies and systems, it is not hard to
notice that many of them are prone to the same or similar cyber security risks. This is
because such cyber security risks are more about the underlying ICT enabling technolo-
gies rather than the NZ technologies themselves. Considering the complex structure and
dynamic nature of NZ-related technologies and systems, the cyber security risk mitiga-
tion strategies need to have a holistic approach by considering securing different layers,
components and interfaces. Such holistic approaches should not only consider address-
ing technological risks, but also socio-technical risks, which will be discussed in the next
section.

2.2 Socio-Technical Risks

Although there has been some research on technological aspects of cyber security of NZ-
related technologies, there seems much less research on socio-technical aspects. During
our research, we only noticed very sparse discussions on important socio-technical aspects
of cyber security, in the context of NZ-related technologies. In contrast, socio-technical
aspects of cyber security have been extensively studied by the cyber security research
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community, e.g., as part of the activities of the EPSRC and NCSC-funded Research In-
stitute for Sociotechnical Cyber Security (RISCS) and reflected from multiple knowledge
areas of the Cyber Security Body of Knowledge (CyBOK). This lack of research on socio-
technical aspects of cyber security for NZ-related technologies is echoed by Habibzadeh
et al. [20] in the context of smart cities. They stated that technologies have often devel-
oped and deployed quicker than policies and governance mechanisms of cities including
information security policies and municipal practices, causing the emergence of a ‘security
debt’.

In this subsection, considering the lack of research on socio-technical risks of NZ-
related technologies in the literature, we list a number of areas policy makers and se-
nior managers should consider, based on our general understanding of research on socio-
technical aspects of cyber security in other application domains.

A major aspect to consider is the use of data, which is one of the key components of
enabling innovation and technology to help reduce GHGs emissions. However, it poses
new challenges that need be addressed not only from technological perspective but also
from social perspective such as policy and governance [46]. In the following, we discuss
the data perspectives from two areas.

e Data collection and data use: Ubiquitous device such as IoT devices and smart
phones are frequently used in many ‘smart’ NZ-related technologies and systems
(e.g., smart homes, smart cities). Hence, the data collected can be from a wide range
of sources, and the capability of utilising and linking data to generate granular in-
sights such as using location data to derive individual travel patterns, and using
smart meter data to deduce individual life/work behaviours, raise the challenge of
finding the balance between privacy (e.g., ‘how much data need to be collected’) and
utility (e.g., ‘how much information can be derived from the collected data’). Here,
the technological objectives of using data-driven approach to optimise NZ-related
technologies and systems to improve sustainability is in tension with data security
and privacy concerns from individual citizens, therefore requiring systematic con-
siderations, not only in the legal context (e.g., compliance with the UK GDPR and
Data Protection Act 2018) and also in the ethical context.

e Data processing and data storage: The storage and processing of large amount of
data poses another dilemma: centralised vs. decentralised approach. Centralised
approaches are often considered easier to manage, and have been widely used in
most NZ-related technologies and systems. However, such systems have a single
point of failure and can be less resilient in the context of persistent cyber attacks
than more decentralised approach. This has led to many efforts of exploring new
decentralised and distributed technologies, such as cloud-based storage, blockchain,
and federated learning, in order to overcome the problems of centralised approaches.
Such decentralised systems are often less computationally efficient so can be consid-
ered NZ-unfriendly when used alone, therefore there must be an holistic approach
to balance all socio-technical aspects of the whole NZ-related system (e.g., a smart
city) to ensure the use of such decentralised technologies will help produce an over-
all positive sum (i.e., reduction of GHS emission). Such holistic approaches are not
simple considering the complexity of many NZ-related systems (e.g., smart cities),
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so require consideration of socio-technical aspects such as human psychology, or-
ganisational behaviours, legal and economic considerations, among others.

In addition to looking at socio-technical aspects from a data perspective, many other
socio-technical perspectives should be carefully considered. Some of such perspectives in-
clude information security policies and management of staff competence (e.g., through cer-
tification following information security management standards such as ISO/IEC 27000
seriesﬂ); behaviours of different types of human entities (not just users but also design-
ers, developers, policy makers, system administrators, and board members); governance
mechanisms across nations, sectors, stakeholders and users; carbon offset and trading
platforms where policy leverages and behavioural economics plays a key role; political
aspects (e.g., potential mass surveillance of citizens due to the use of NZ-related tech-
nologies and systems for environmental monitoring purposes).

When socio-technical aspects have to be considered, the attack surface of NZ-related
systems will be substantially increased. Many traditional cyber security risks, such as
social engineering, insider threats, cyber fraud, and even cyber conflict between hostile
states, will have to be considered. The current ongoing Russia-Ukraine war has witnessed
how the NZ goal and the geo-politics can interact to create a potential energy crisis
and raised living costs for many countries. As a matter of fact, the mere complexity
of socio-technical aspects of cyber security risks mean they are more important than
technological ones, which is not surprising since socio-technical risks are broader and
include technological risks.

3 Open Challenges

Our research has led to a number of observed open challenges regarding cyber security
risks of NZ-related technologies. We briefly summarise some important ones below.

e The complexity of many NZ-related technologies and systems makes it very challeng-
ing to consider cyber security risks holistically. The nature of the NZ goal requires
collaborations of nations, sectors, organisations and citizens, who all have different
interests, priorities and levels of cyber security awareness and knowledge. How the
whole world can come together to work towards the global NZ goal while managing
cyber security risks will not be easy.

e A lack of a coherent and consistent taxonomy or ontology on NZ-related technologies
that can facilitate discussions in different nations, sectors, and communities. Most
research work and technical reports have used different approaches when looking
at all NZ-related sectors, technologies and systems. Considering the need of cross-
sectoral efforts for the NZ goal, the lack of such a widely accepted (ideally standard-
ised) taxonomy or ontology can harm further collaborations and communications
among stakeholders and researchers.

o An insufficient level of research and consideration on cyber security risks in NZ-
related technologies and systems. Although we noticed some research work that

'https://en.wikipedia.org/wiki/IS0/IEC_27000-series
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explicitly discussed cyber security risks of NZ-related technologies and systems,
such discussions are often fragmented and merely echo what have been known in
the cyber security community so there are not sufficient contextualisations to the
NZ context. In addition, most cyber security discussions on NZ-related technologies
and systems so far have focused on technological aspects, but socio-technical aspects
deserve more attention due to their importance in large systems of systems (e.g.,
the concept of IoE).

Some NZ-related technologies and systems proposed are NZ-unfriendly when used
along, so a more systematic approach to ensure an overall positive sum is required.
We previously used blockchain as a typical example for such NZ-unfriendly technolo-
gies that have been proposed to build NZ-enabling systems. Most such proposals
have not been critically evaluated, so more research and development is still needed.

Recommendations

In this last section, we provide some recommendations to policy makers in both public

and private sectors, and also to researchers and solution providers.

e To strength collaborations between different nations, sectors, stakeholders and com-

munities to have more coordinated efforts on NZ-related activities. The challenges of
considering both technological and socio-technical risks of NZ-related technologies
and systems require a more coordinated approach for the global effort. While the
UN has been making great efforts in coordinating nation-wide policies and efforts,
more cross-sectoral efforts are needed.

To develop an NZ-oriented taxonomy and an ontology that consider cyber security
risks. Such a taxonomy and an ontology will greatly help facilitate discussions and
collaborations between different nations, sectors, and research communities. This
can be done via a piece of contracted research, e.g., as a follow-up project with the
authors of this report to extend the incomplete taxonomy we developed for this
report.

To encourage the NZ research community and the cyber security community work
more closely with each other. These two research communities need to exchange
and collaborate with each other more to ensure cyber security risks of NZ-related
technologies and systems can be more properly considered and addressed. There are
different ways to support such collaboration, such as organising cross-community
events, setting up cross-community working groups, and providing funding to en-
courage researchers from the two communities to work together. One model the
UKRI has been using increasingly is to fund a national hub or a Network Plus to
support community building and facilitate commissioned research. One example
is a £2 million Network Plus for helping “transform foundation industries such as
glass, ceramics, paper, metals, bulk chemicals and cement and help the UK meet
its ambitious net zero targets” [49].
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e To evaluate the role of NZ-unfriendly and -neutral technologies for achieving the NZ
goal more critically. We need more research and evaluation efforts to ensure the
use of NZ-unfriendly and -neutral technologies are fully justified and their ultimate
positive role can be evidenced. Setting up testbeds based on technologies such as
digital twins could help such critical evaluation.

e To conduct more systematic literature reviews of cyber security risks of NZ-related
technologies and systems. Our research revealed that a less systematic approach
can be limited in its coverage, therefore may lead to biased information that can
skew later decisions made. We believe a number of more systematic reviews are
necessary, ideally done with a narrow focus, e.g., one review for one more defined
sector or type of NZ-related technologies and systems.

o A number of NZ-enabling virtual or remote technologies deserve further research and
development, and new policies supporting their further growth. Such technologies
are very useful for NZ purposes since they can help reduce transport activities.
The increasing use of modern ICT techniques such as Al and VR in make such
technologies also lead a lot of space for next-generation creative industry, e.g.,
gaming in metaverse. In this report, we have discussed three example technologies
in this group, i.e., teleconferencing and virtual events, virtual tourism, and remote
healthcare, but there are clearly many others (e.g., remote learning, e-government)
we can consider.

e The role of IC'T technologies in the NZ context requires more research to gain more
insights about future best practices. Due to the special role of ICT technologies
(especially the digital parts) and they being the root of cyber security risks, it is
important to have a better understanding of their overall role in the NZ context.
Although some evidence has shown using ICT technologies can help reduce GHG
emission, the over-consumption and increasing use of ICT technologies may also
have a negative impact on the NZ goal. We give two typical examples below.

— Qwer use of cyber security mechanisms: A typical example of such over use is
the currently recommended use of SSL/TLS or HTTPS for all websites (i.e.,
“encryption by default” for all Internet/web traffic), which can lead to unnec-
essary GHG emission due to avoidable encryption of Internet data that are
not sensitive. This is not necessary a small problem, considering the fact that
digital videos form over 82% of all web traffic nowadays [2] and the increasing
online video consumption can have substainability concerns [17].

— Increasing digital duplication: Although the ubiquitous use of digital technolo-
gies has led to a lot of benefits to end users and helped grow the new digital
services sector, the existence of so many similar online services have led to a
problem of digital duplication — duplicated data and processes across multiple

wasted” computations. The

rise of decentralised systems such as blockchain makes this worse as the data

13

online services and digital systems that lead to

duplication is pushed to the extreme: a whole distributed ledger is duplicated
across all nodes. Policy makers need to have a better understanding about
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this phenomenon to know how to refine future policies regulating digital tech-
nologies and digital economy. Potential solutions to this digital duplication
problem is to develop new data collection and processing frameworks that
avoid such duplication by design. Such solutions will require combining both
centralised services and more distributed data management closer to the data
subjects and streamlined protocols to facilitate communications between data
subjects and data consumers. Some relevant technologies include edge and fog
computing [55], user-centric data management platformﬂ self-sovereign iden-
tity management systems [42], verifiable credentials [43], and Maa$S systems
we discussed for the transport sector.

Appendixes
A Methodology

The research was conducted following a semi-systematic approach described below.

For the more systematic part, we conducted a systematic search into a major research
database, Scopuﬂ, using a search query with three AND-terms as shown in Table . The
search was done for meta-data, including title, abstract and keywords fields in Scopus.
Since the search itself returned too many items, we limited the results to more recent
English papers published in or after 2020, and within the following research disciplines we
considered more relevant for NZ technologies: Engineering, Energy, Environment, Com-
puter Science, Mathematics, Social Sciences, Earth Sciences, Agriculture, Business and
Decision Sciences, Economics, Physics, Chemistry, Psychology, and Arts. In total, we got
247 returned results, out of which 20 ones have some discussions on cyber security. Those
papers were used to inform us about the sectors, NZ technologies, NZ-related systems
and ecosystems, cyber security risks and solutions. These papers were not systematically
encoded due to the time constraint, but screened and selectively read to allow us to gain
an overall picture of a representative subset of related research.

AND-term ‘ Keyword combination(s)

NZ | "net zero" OR decarboni* OR ((reduc* OR neutral*) AND
(carbon OR co02))

Technologies | technolog* OR techniquex
Cyber security | (cyber OR computer OR internet OR network OR online) AND
(secur* OR encrypt* OR crypt* OR risk OR attack OR threat
OR privacy)

Table 2: Different AND-terms of the search query we used for identifying relevant research
papers.

For the less systematic part, we constructed an informal and high-level taxonomy to

2For instance, many recently developed personal data management platforms have such a feature.
See https://mydata.org/organisation-members/| for a list of such MyData operators.
3https://www.scopus.com/
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guide our overall understanding of the whole landscape and our writing of the report.
The different categories of NZ-related technologies explained in Section[I.1and the sector-
oriented organisation of the report’s content are both based on the taxonomy. Since the
taxonomy is still incomplete and less mature, we leave its further development and valida-
tion as our future research. In addition to the taxonomy, the report is also heavily based
on our personal knowledge and academic judgement, e.g., the level of digitalisation and
the use of CPSs in different sectors in Table |1} the discussions on NZ-related technologies
and systems that are less investigated in Section [2, and the identified open challenges
and recommendations made in the last two sections.

Furthermore, during our research we also conducted ad hoc searches to identify rel-
evant research papers and reports for some specific sectors and NZ-related technologies.
Such searches are even less systematic, and we mainly focused on identifying one or two
representative recent research papers to illustrate the status of NZ-related sectors and/or
cyber security risks of NZ-related technologies.

B Leading Experts in the UK

Based on research papers identified through our quick literature review, we identified a
number of UK researchers actively working on NZ technologies. In addition, a number
of ongoing research projects funded by the UKRI were identified based on information
collected from the websites of UKRI and its relevant research councils, and some highly
relevant national research hubs funded by the UKRI, and also based on our personal
knowledge. By checking affiliations of all researchers identified, we compiled a number
of important research groups and centres that are actively working on NZ-related tech-
nologies, and some ongoing research projects focusing on different aspects of NZ-related
technologies.

B.1 Research Projects Related to both NZ-Related Technolo-
gies and Cyber Security

We identified only two UK research project that studies cyber security risks of NZ-related
technologies, both are on cyber security issues of MaaS systems. Considering much more
identified projects focusing on NZ technologies and a lot of research projects focusing
on different aspects of cyber security and privacy (shown later), the low number of such
projects indicates a gap on insufficient ongoing research exploring both topics.

e Mobility as a service: MAnaging Cybersecurity Risks across Consumers, Organ-
isations and Sectors (MACRO), led by Dr Nazmiye Ozkan, Cranfield University;
Cyber security part led by Professor Shujun Li

e Increasing User trust in Mobility-as-a-Service loT ecoSystem (UMIS): co-led by Dr
Gary Wills and Professor Tom Cherret, both from the University of Southampton;
funded through the PETRAS (see below)
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B.2 Some Research Groups and Centres Actively Working on
NZ-Related Technologies

e Cardiff University: Cardiff Catalysis Institute

e Cardiff Metropolitan University: Sustainable and Resilient Built Environment (SuRBe)
oroup

e Heriot Watt University: Institute of Chemical Sciences

e Imperial College London: Centre for Environmental Policy, Centre for Energy Pol-
icy and Technology, Energy Futures Lab, and Grantham Institute

e London South Bank University: London Centre for Energy Engineering (LCEE
e Loughborough University: Chemical Engineering

e Newecastle University: School of Natural and Environmental Sciences

e Royal Holloway, University of London: Power Systems Group

e Ulster University: Faculty Of Computing, Engineering & Built Environment
e University College London: The Department of Chemistry

e University of Aberdeen: The School of Natural and Computing Sciences

e University of Birmingham: Birmingham Centre for Energy Storage

e University of Bristol: Electrical Energy Management Group

e University of Cambridge: Energy Interdisciplinary Research Centre

e University of Edinburgh: The Institute for Energy Systems

e University of Glasgow: Energy Conversion and Storage

e University of Leeds: School of Earth and Environment

e University of Liverpool: Stephenson Institute for Renewable Energy

e University of Manchester: Manchester Environmental Research Institute

e University of Oxford: Oxford Net Zero and School of Geography and the Environ-
ment

e University of Southampton: Waste Management Research Group,
e University of Strathclyde: Future Power Networks and Smart Grids

e University of Surrey: Centre for Sustainability and Wellbeing in the Visitor Econ-
omy and Department of Chemical and Process Engineering
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https://www.imperial.ac.uk/environmental-policy
https://www.imperial.ac.uk/icept
https://www.imperial.ac.uk/icept
https://www.imperial.ac.uk/energy-futures-lab/
https://www.imperial.ac.uk/grantham/
https://www.lsbu.ac.uk/research/centres-groups/london-centre-for-energy-engineering#content2-290627
https://www.lboro.ac.uk/departments/chemical/staff/lin-wen-feng/
https://www.ncl.ac.uk/nes/
https://www.royalholloway.ac.uk/research-and-teaching/departments-and-schools/electronic-engineering/research/our-research-groups/power-systems-group/
https://pure.ulster.ac.uk/en/organisations/faculty-of-computing-eng-built-env
https://www.ucl.ac.uk/chemistry/research-0
https://www.abdn.ac.uk/ncs/
https://www.birmingham.ac.uk/research/energy/research/centre-energy-storage/index.aspx
https://www.bristol.ac.uk/engineering/research/em/
https://www.energy.cam.ac.uk/energy-research
https://www.eng.ed.ac.uk/research/institutes/ies
https://www.gla.ac.uk/schools/chemistry/research/ecs/
https://environment.leeds.ac.uk/sustainability-research-institute
https://www.liverpool.ac.uk/renewable-energy/
https://www.meri.manchester.ac.uk/
https://netzeroclimate.org/
https://www.geog.ox.ac.uk/
https://www.geog.ox.ac.uk/
https://www.southampton.ac.uk/engineering/research/groups/waste_management.page?
https://pureportal.strath.ac.uk/en/organisations/future-power-networks-and-smart-grids
https://www.surrey.ac.uk/school-hospitality-tourism-management/research/centre-sustainability-and-wellbeing-visitor-economy
https://www.surrey.ac.uk/school-hospitality-tourism-management/research/centre-sustainability-and-wellbeing-visitor-economy
https://www.surrey.ac.uk/people/melis-s-duyar

B.3 Some Research Projects Related to NZ-Related Technolo-

gies

B.3.1 UK Projects

UK Energy Research Centre (UKERC): led by Professor Robert Gross of Impe-
rial College London, participated by UK researchers from 20 different institutions:
Cardiff University, Chatham House, Durham University, Imperial College London,
Lancaster University, Newcastle University, Plymouth Marine Laboratory, Science
and Technology Facilities Council, University College London, University of Ab-
erdeen, University of Bath, University of East Anglia, University of Edinburgh,
University of Exeter, University of Leeds, University of Manchester, University of
Oxford, University of Southampton, University of Strathclyde and University of
Warwick

Net-Zero Digital Research Infrastructure Scoping: led by Dr Martin Juckes, Centre
for Environmental Data Analysis (CEDA)

Carbon negative chemicals synthesis directly from the air, led by Dr Melis S. Duyar),
University of Surrey

Decarbonising Nitrogen Fixation for Sustainable Net-Zero Agriculture, led by Dr
Mark Symes|, University of Glasgow

Electrocatalysis in non-thermal plasma for energy storage, led by Professor Angel
Cuesta Ciscar, University of Aberdeen

Enabling green ammonia as future transport fuel, led by Dr Xinyan Wang, Brunel
University London

EnergyREV| led by Professor Stephen McArthur, University of Strathclyde
Energy Superhub Oxford, led by Pivot Power

" Free-from”: transition metal-free and anode-free potassium batteries, led by Dr
Yang Xu

GreenSCIES (Green Smart Community Integrated Energy System), led by Profes-
sor Graeme Maidment, London South Bank University

MIX-MOXes - Mixed Metal Oxides Energy Stations for zero-carbon thermal energy
generation with integrated heat storage, led by Dr Adriano Sciacovelli

Net Zero Geothermal Research for District Infrastructure Engineering (NetZero
GeoRDIE), led by Professor David Manning, Newcastle University

NetworkPlus - A green, connected and prosperous Britain, led by Professor Sandra
Dudley-McEvoy, London South Bank University

Novel Rechargeable Hybrid Redox Flow Battery Based on Particle-Stabilised Emul-
sions and H2 carriers, led by Professor Marc Pera Titus, Cardiff University
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https://ukerc.ac.uk/
https://www.imperial.ac.uk/people/robert.gross
https://net-zero-dri.ceda.ac.uk/
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/X000753/1
https://www.surrey.ac.uk/people/melis-s-duyar
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/W037564/1
https://www.gla.ac.uk/schools/chemistry/staff/marksymes/
https://www.gla.ac.uk/schools/chemistry/staff/marksymes/
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/X000931/1
https://www.abdn.ac.uk/people/angel.cuestaciscar
https://www.abdn.ac.uk/people/angel.cuestaciscar
https://www.brunel.ac.uk/research/projects/enabling-green-ammonia-as-future-transport-fuel
https://www.brunel.ac.uk/people/xinyan-wang
https://www.energyrev.org.uk/
https://pureportal.strath.ac.uk/en/persons/stephen-mcarthur
https://energysuperhuboxford.org/about-the-project/
http://pivot-power.co.uk/
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/X000087/1
https://www.ucl.ac.uk/chemistry/people/yang-xu
https://www.ucl.ac.uk/chemistry/people/yang-xu
https://www.lsbu.ac.uk/about-us/sustainability-at-lsbu/what-are-we-doing-now/greenscies
https://www.lsbu.ac.uk/about-us/people/people-finder/prof-graeme-maidment
https://www.lsbu.ac.uk/about-us/people/people-finder/prof-graeme-maidment
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/X000249/1
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/X000249/1
https://www.birmingham.ac.uk/staff/profiles/chemical-engineering/sciacovelli-adriano.aspx
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/T022825/1
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/T022825/1
https://www.ncl.ac.uk/nes/people/profile/davidmanning.html
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/W034204/1
https://www.lsbu.ac.uk/about-us/people/people-finder/dr-sandra-dudley
https://www.lsbu.ac.uk/about-us/people/people-finder/dr-sandra-dudley
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/X001148/1
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/X001148/1
https://www.cardiff.ac.uk/people/view/2460080-pera-titus-marc

e Port and Coastal Cities and Towns Network, led by Professor William Powrie,
University of Southampton

e Project LEO — Local Energy Oxfordshire, led by Stevie Adams, Scottish and South-
ern Electricity Networks

e Reclaiming Forgotten Cities - Turning cities from vulnerable spaces to healthy
places for people [RECLAIM|, led by Professor Sandra Dudley-McEvoy, London
South Bank University

e Responsive Flexibility (ReFLEX), led by European Marine Energy Centre (EMEC)
e Sustainable Catalysis for Clean Growth, led by Professor Duncan Wass

e Sustainable Hydrogen Production from Seawater Electrolysis| led by Protessor Wen-
Feng Lin, Loughborough University

e The Supergen Energy Networks Hub, led by Professor Phil Taylor, Bristol Univer-
sity

e Transformative Recovery of Low-Grade Waste Heat using lonic Thermoelectrics,
led by Dr Jan-Willem Bos, Heriot-Watt University

e Zero-Chem: Zerogap bipolar membrane electrolyser for CO2 reduction to chemicals
& fuels, led by Professor Alexander Cowan, University of Liverpool

B.3.2 European Projects Participated by UK Researchers

e Constraining uncertainty of multi decadal climate projections (CONSTRAIN), led
by Professor Piers Forster, University of Leeds; participated by Dr Joeri Rogelj,
Imperial College London

e Collaborative development of renewable/thermally driven and storage-integrated
cooling technologies (CO-COOL), led by Professor Yongliang Li

e Quantifying and Deploying Responsible Negative Emissions in Climate Resilient
Pathways (NEGEM), participated by Energy Interdisciplinary Research Centre,
University of Cambridge, Professor Myles Allen, University of Oxford, and Professor
Niall Mac Dowell, Imperial College London

e Carbon Risk Real Estate Monitor (CRREM, participated by Professor Martin Ha-~
ran, Ulster University

e Pan-European system with an efficient coordinated use of flexibilities for the inte-
gration of a large share of RES (EU-SysFlex), participated by Dr Damian Flynn,
University College Dublin and Professor Goran Strbac, Imperial College London

e Fast-tracking Offshore Renewable energy With Advanced Research to Deploy 203,0MW
of tidal energy before 2030 (FORWARD-2030), participated by The Institute of En-
ergy System, University of Edinburgh
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https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/W033933/1
https://www.southampton.ac.uk/engineering/about/staff/wp.page
https://project-leo.co.uk/
https://gow.epsrc.ukri.org/NGBOViewPerson.aspx?PersonId=-11003
https://gow.epsrc.ukri.org/NGBOViewPerson.aspx?PersonId=-11003
https://www.lsbu.ac.uk/about-us/people/people-finder/dr-sandra-dudley
https://www.reflexorkney.co.uk/about-reflex
https://www.emec.org.uk/
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/V056565/1
https://www.cardiff.ac.uk/people/view/1379649-wass-duncan
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/W03784X/1
https://www.lboro.ac.uk/departments/chemical/staff/lin-wen-feng/
https://www.lboro.ac.uk/departments/chemical/staff/lin-wen-feng/
https://www.bristol.ac.uk/engineering/research/em/energy-systems/supergen-energy-networks-hub/
https://www.bristol.ac.uk/people/person/Philip-Taylor-5e191166-fc5b-4102-a876-d13ca20ff1ec/
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/W037300/1
https://researchportal.hw.ac.uk/en/persons/jan-willem-g-bos
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/W038021/1
https://gow.epsrc.ukri.org/NGBOViewGrant.aspx?GrantRef=EP/W038021/1
https://www.liverpool.ac.uk/chemistry/staff/alexander-cowan/
https://constrain-eu.org/about/who-we-are/
https://environment.leeds.ac.uk/see/staff/1267/professor-piers-forster
https://www.imperial.ac.uk/people/j.rogelj
https://cordis.europa.eu/project/id/101007976/results
https://cordis.europa.eu/project/id/101007976/results
https://www.birmingham.ac.uk/staff/profiles/chemical-engineering/li-yongliang.aspx
https://www.negemproject.eu/
https://www.negemproject.eu/
https://www.energy.cam.ac.uk/energy-research
https://www.oxfordmartin.ox.ac.uk/people/myles-allen
https://www.imperial.ac.uk/people/niall
https://www.imperial.ac.uk/people/niall
https://www.crrem.eu/
https://pure.ulster.ac.uk/en/persons/marti-haran
https://pure.ulster.ac.uk/en/persons/marti-haran
https://eu-sysflex.com/
https://eu-sysflex.com/
https://people.ucd.ie/damian.flynn
https://www.imperial.ac.uk/people/g.strbac
https://cordis.europa.eu/project/id/101037125
https://cordis.europa.eu/project/id/101037125
https://www.eng.ed.ac.uk/research/institutes/ies
https://www.eng.ed.ac.uk/research/institutes/ies

B.4 Selected Research Centres and Projects Related to Cyber
Security

There are a large number of research centres and projects in the UK that focus on different
cyber security topics. For NZ-related technologies, the following three national (cross-
institutional) research hubs are of particular interest due to their focus on cyber security
and trust aspects of IoT, CPSs and autonomous systems.

e Research Institute in Trustworthy Interconnected Cyber-physical Systems (RIT-
ICS): co-led by Professor Chris Hankin and Professor Deeph Chana of the Im-
perial College London; participated by many UK researchers from the University
of Birmingham; University of Bristol; Brunel University; Cardiff University; City,
University of London; University of Coventry; De Montfort University; University
of Glasgow; University of Hudderfield; University of Kent; King’s College Univer-
sity; Lancaster University; University of Manchester; University of Oxford; Queen’s
University Belfast; Royal Holloway, University of London; University of Sheffield;
University of Southampton; University College London; and University of Warwick.

e PETRAS (Privacy, Ethics, Trust, Reliability, Acceptablity and Security) National
Centre of Excellence on IoT devices, systems and networks: led by Professor Jeremy
Watson from the University College London (UCL); participated by researchers
from 21 UK universities — UCL; Imperial College London; University of Oxford;
Lancaster University; University of Warwick; University of Southampton; Newcas-
tle University; University of Nottingham; University of Bristol; Cardiff University;
University of Edinburgh; University of Surrey; Coventry University; Northumbria
University; University of Glasgow; Cranfield University; De Montfort University;
Durham University; University of Manchester; Royal Holloway, University of Lon-
don; and University of Strathclyde.

e UKRI Trustworthy Autonomous Systems (TAS) Hub: led by Professor Sarvapali
D. (Gopal) Ramchurn from the University of Southampton; co-led by a group of UK
researchers from University of Southampton, University of Nottingham and King’s
College London.

The above three national research hubs have all been funding research projects con-
ducted by UK researchers from more universities. While we did not notice any ongoing or
new projects focus particularly on NZ-related technologies, some have good connections
with NZ-related technologies. We list some selected ones below:

e Interconnected Safe and Secure Systems (IS3): led by Dr Peter Popov, City, Uni-
versity of London; funded through the RITICS

e NDN for Secure Industrial IoT Networking: led by Professor Awais Rashid, Uni-
versity of Bristol; funded through the RITICS

e DigiPort: From Logistics 4.0 to Digital Ports: A study in transformability using
DLTs: led by [Professor Julie McCann, Imperial College London; funded through
the PETRAS
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https://www.tas.ac.uk/
https://www.ecs.soton.ac.uk/people/sdr1
https://www.ecs.soton.ac.uk/people/sdr1
https://ritics.org/projects/interconnected-safe-and-secure-systems-is3/
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https://petras-iot.org/project/digiport-from-logistics-4-0-to-digital-ports-a-study-in-transformability-using-dlts/
https://www.imperial.ac.uk/people/j.mccann

e SDRIOTSS (Software Defined Receiver loT Spectrum Survey) 2: led by Dr Matthew
Ritchie, University College London; funded through the PETRAS

e Intersectional Approaches to Design and Deployment of Trustworthy Autonomous
Systems: led by Dr Caitlin Bentley, University of Sheffield; funded through the
TAS Hub

e Trust Assurance in Autonomous Cyber-Physical Agriculture Farms of Future (AgriTrust):
led by Dr Shishir Nagaraja, University of Strathclyde; funded through the TAS Hub

C Some Relevant Journals and Magazines

During the research work we also identified a number of scientific journals and magazines
closely related to NZ technologies, which we list below. We also include several major
journals and magazines that focus on cyber security as they often publish papers on cyber
security risks of NZ-related technologies. Note that this list is not comprehensive and for
cyber security conferences are also very important, so we recommend considering a more
systematic approach to extend this list.

C.1 NZ-Related Journals and Magazines
Energy Policy, since 1973, published by the Elsevier B.V.

[Journal of Industrial Ecologyl since 1997, published by the International Society
for Industrial Ecology

e Renewable and Sustainable Energy Reviews: since 1997, published by the Elsevier
B.V.

e International Journal of Low-Carbon Technologies: since 2006, published by the
Oxford University Press

e Energy & Environmental Science: since 2008 published by the Royal Society of
Chemistry

e Nature Climate Change: since 2011, published by the Springer Nature Limited

e Sustainable Cities and Society: since 2011, published by the Elsevier B.V.

e Nature Energy: since 2016, published by the Springer Nature Limited

e Nature Sustainability: since 2016, published by the Springer Nature Limited

e [EEE Transactions on Sustainable Computing: since 2016, published by the IEEE

e [EEE Transactions on Green Communications and Networking: since 2017, pub-

lished by the IEEE

e [EEE Transactions on Intelligent Transportation Systems: since 2000, published by
the IEEE
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https://petras-iot.org/project/sdriotss-2/
https://www.ucl.ac.uk/electronic-electrical-engineering/people/dr-matt-ritchie
https://www.ucl.ac.uk/electronic-electrical-engineering/people/dr-matt-ritchie
https://www.sheffield.ac.uk/is/people/academic/caitlin-m-bentley
https://www.strath.ac.uk/staff/nagarajashishirdr/
https://www.journals.elsevier.com/energy-policy
https://www.sciencedirect.com/journal/renewable-and-sustainable-energy-reviews
https://academic.oup.com/ijlct
https://www.rsc.org/journals-books-databases/about-journals/energy-environmental-science/
https://www.nature.com/nclimate/
https://www.sciencedirect.com/journal/sustainable-cities-and-society
https://www.nature.com/nenergy/
https://www.nature.com/nenergy/
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=7274860
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=7511293
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=6979

C.2

Renewable Energy: since 2003, published by the Elsevier B.V.

[EEE Intelligent Transportation Systems Magazine: since 2009, published by the
IEEE

[EEE Transactions on Smart Grid: since 2010, published by the IEEE
[EEE Transactions on Sustainable Energy: since 2010, published by the IEEE
[ET Renewable Power Generation: since 2013, published by the IET

[EEE Transactions on Transportation Electrification: since 2015, published by the
IEEE

[EEE Transactions on Intelligent Vehicles: since 2016, published by the IEEE

Current Opinion in Green and Sustainable Chemistry: since 2016, published by the
Elsevier B.V.

[EEE Open Journal of Intelligent Transportation Systems: since 2020, published
by the IEEE

Energy Research and Social Science: since 2014, published by the Elsevier B.V.

Cyber Security-Related Journals and Magazines

ACM Transactions on Privacy and Security (formerly known as ACM Transactions
on Information and System Security): since 2003, published by the ACM

[EEE Security & Privacy: since 2003, published by the IEEE

[EEE Transactions on Dependable and Secure Computing: since 2004, published
by the IEEE

Computers & Security: since 1982, published by the Elsevier B.V.
Journal of Computer Security: since 1992, published by the IOS Press
[ET Information Security: since 2007, published by the IET

International Journal of Critical Infrastructure Protection: since 2008, published
by the Elsevier B.V.

Digital Threats: Research and Practice: since 2020, published by the ACM
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https://www.sciencedirect.com/journal/renewable-energy
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=5117645
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=5165411
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=5165391
https://ietresearch.onlinelibrary.wiley.com/journal/17521424
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=6687316
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=7274857
https://www.sciencedirect.com/journal/current-opinion-in-green-and-sustainable-chemistry
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=8784355
https://www.journals.elsevier.com/energy-research-and-social-science
https://dl.acm.org/journal/tops
https://dl.acm.org/journal/tops
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=8013
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=8858
https://www.sciencedirect.com/journal/computers-and-security
https://content.iospress.com/journals/journal-of-computer-security/Pre-press/Pre-press
https://digital-library.theiet.org/content/journals/iet-ifs
https://www.sciencedirect.com/journal/international-journal-of-critical-infrastructure-protection
https://dl.acm.org/loi/dtrap
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